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Abstract. The advancement in nanotechnology has affected different fields of technologies. One of these fields is the IoT, 
which represents a new version of the internet, and so that a new descendent of IoT has emerged and named the Internet of 
Nano Things (IoNT). Today, IoNT is utilized in many aspects of life, such as smart cities, industries, infrastructure 
maintenance and monitoring, healthcare services and others. More, IoNT applications could be a must solution in certain 
cases such as in the healthcare field. However, to apply IoNT systems in real life, some challenges have to be considered 
such as communication methods, security, and privacy issues. In that regard, this article aims to discuss the security issues 

in IoNT and suggest solutions for them in light of some recently published studies. In addition, the main features of security 
in IoNT are discussed and the most challenging problems are identified. Eventually, since the IoNT technology is still 
considered in the starting steps, the research in this area could be helpful to other interested researchers. 
 
Keywords: IoNT, Nano device, Security Challenges, Nano Communications, Suggested Solutions. 

INTRODUCTION 

Internet of Nano-Things (IoNT) is one of the IoT specific Applications developed to justified different domains 

of, communication [1]. IoNT describes a new field of communications deals with nano components with a super 

feature characterized this technique due to it range of work which investigates cost reduction [2]. This technique has 

interesting in the implementation of different states of applications such as social, health and telemedicine [3].  security 

problem is one of the most important issues resulting from this technology and related to the data that is handled and 

sent, because this data is subject to theft and threat and needs to be processed in a new framework that fits with this 

advanced technology. Despite the progress made in the field of health applications, other applications still need more 

studies [4]. 

In [5] the secure parameters of IoNT with a secure proposal have been presented. An overview study dealt with 

security threat  states are designed by [6] conjugated with IoNT communication. In [7] some solutions are proposed to 

address the encryption problem at the molecular level by reducing the computational operations within the 

nanonetwork in radio physical layer security (PLS). The creation of a new state of safety in nano-networks to counter 

potential external attacks was studied and evaluated in [8].  A design was studied in the terahertz band channel, and 

the security problems it faces in terms of encryption and communication between the components of the system are 

identified by [9] with a discussion of security challenges in terms of authentication, privacy and data integrity. IoMNT 

has not been mentioned in the IoT categories [1]; representative studies encourage it to be considered within the IoNT.  

The author proposed in [10] A study on the foundations of security-based communications, which includes new ways 

to provide security in communication networks.  The IoNT security mechanisms have been investigated by [11].  In 

this work, most of the security problems mentioned by researchers during the last few period (2015-2021) were 

investigated during the design of nanonets, and the proposed solutions to these contemporary challenges were studied 
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in order to facilitate the task of researchers on these issues and provide support by providing these data in a way easy. 

The recommendations in this regard have also been studied. 

ARCHITECTURE OF IONT SECURITY SYSTEM 

IoNT is subdivided into: Internet of the Nano-Things Multimedia (IoMNT) and Internet of the Bio-Nano Things 

(IoBNT), the technique type corresponding each part are shown in Figure 1. IoMNT represents the general applications 

of nano materials utilizing the internet with nano electromagnetic communication (EM) technique, while IoBNT It 

only includes medical applications with molecular communication [12]. 

 

 
 

FIGURE 1. IoNT's Types of Communications. 
 

Generally, the band used in IoNT is from 0.1THz to 10THz, which produces the advantage of super transmission 

with the huge amount of data. In molecular technology the coding is either as a core or as a type of transmitter 

molecule. Messenger molecules are used to store information through a medium, such as air or liquid. Which is limited 
by the short range due to the short wavelength of this technique, like correspondence in (Body Area Network) BANs. 

The main steps of IoNT communication are shown in Figure2 [13]. 

 

 
 

FIGURE 2. The main components of   an IoNT network. Which include Message Carrier, Movement, Field, Turbulence, and 
Privacy. 

 

The nano-network structure consists of a group of nano-devices that together constitute the basic structure of the 

nano-communication system, as shown in Figure 3, which describes this technology in the health field. It collects data 

from within the cells of the body, processes it, and then sends it to specialized receiving stations that take the necessary 

action and redirect it [14]. 
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FIGURE 3. Typical Architecture and Common Components of IoNT. 

 

In this technique, the problem can be identified within the delicate and difficult areas, and it can be treated by 

developing solutions to the problems facing this technology, such as including incoming messages, activation or 

deactivation commands, and the development of processing technology [15].  Several events can be encoded by the 

Nano sensors within the terahertz frequency region [16].  This technology is vulnerable to hacking, reprogramming, 

or network disruption as a result of weak security systems for IoT devices [17]. This requires more efforts to develop 

the IoNT network by increasing the processing and storage capabilities at reasonable costs, as well as developing 

models of antennas and RFID. The most important key points to achieve security within nanonets are illustrated in 

Figure 4. Table 1 shows the most important steps involved in the IoNT secure systems. 

 

 
FIGURE 4. Security Mechanism Related to IoNT Techniques. 
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TABLE 1. Security specifications in IoNT network [18]. 

Authentication Data Integrity System Security Internet Security 

Identification Encryption Communication Personal Health Records 

Signature Data Integrity Process Processing Secure Internet Services 

Non-repudiation 

 

Permanence Storage  

  Permanence 

 

 

 

Table 1 shows the basic principles used at each stage of the IoNT to ensure its security. These standards contribute 

to addressing the problem of penetration of this technology during its various applications. 

In order to verify the neighbor detection algorithms that determine the position and orientation between the nano-

components Nano-machine manipulation must be investigated by exploiting the high direction of the antenna  [8] [14] . 

While information routing can be implemented by defining a pulse-based communication system and programming 
the nano-nodes to be able to determine the dimensions between them [19]. 

CHALLENGES OF SECURITY IN IONT TECHNIQUE 

As a result of the wide variety of capabilities of Nano-devices provided by IoNT technology in order to perform 

the task of collecting the required information. This leads to the emergence of a heterogeneity between these advanced 

devices and the appropriate software, which leads to a problem in data collection and the way to preserve it and other 

security challenges. The most famous types of security challenges in this technology can be summarized in figure 5. 

 

 
 

FIGURE 5. Security Challenges in IoNT 

 
Among the most important reasons for the emergence of security challenges in IoNT technology that require 

solutions to them are as follows: [11] 

 

1. Internet Exposure: The limited capabilities in the matter of data transmission and preservation is a security 

challenge in the Nano communication network. 

2. Lack of Encryption: Because of the very small size of the Nano-devices, the encryption problem in these devices 

poses a challenge due to the difficulty of authentication between these devices and achieving high levels of 

security, which leads to hacking, and spying on private data [20].This challenge happens even at the level of 
molecular communication  network [15].  One of the major challenges in IoNT technology is related to 

communication issues such as routing issues, processing capabilities, and power issues [3]. The poor use of 
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Nano-components is also responsible for achieving communication links inside the body with other components 

outside it [8].  Thus, the issue of using appropriate protocols to achieve an appropriate level of safety constitutes 

a priority in the field of application of this technology.  The medical aspect is one of the most important 

applications of IoNT, and thus data security is considered a top priority in this field [21]. 

SOLUTIONS FOR SECURITY ISSUES IN IONT STUDIES 

In this section, proposed solutions to some of the security challenges faced by IoNT technology will be studied. 

Among the most important areas that should be studied in the security aspect are: 
New authentication mechanisms, ensure data integrity and user confidentiality.  In Table 2, the most important 

proposed solutions to security challenges are summarized. These solutions are based on CIA security (Confidentiality, 

Integrity and Availability) in these new circumstances [22].  
 

TABLE 2. Proposed Solutions for IoNT Security Problems. 

IoNT Security Challenges Solutions Ref. 

Cryptographic primitives in the scope of Body 

Area Networks (prevent the theft of private 

data) 

Using the symmetric AES or the asymmetric RSA 

algorithms. 

 

[15], [14] 

Cryptographic primitives in the scope of In-

Nano Communication 

The biochemical cryptography [24]. 

Key management (the ability of Creating and 

exchanging keys between the Body Area 

Network and the In-Body Nano 

Communication components 

The gateway will have to part of a (possibly larger) 

PKI system. 

[14]. 

improving the attainable security 

and securing the exchanged data 

mm-Waves technique, called Silent Antenna 

Hopping (SAH) 

[25] 

satisfying security requirements Security actions (activities) includes: (1) Scanning 

and Identification, (2) Authorization and 

Authentication Review, (3) Cluster Configuration 

and Deployment Control, and (4) Big Data Security 
Planning. 

[6] 

In molecular communication, an attacker could 

try to send arbitrary instructions into the In-

Body Network. 

 

Addressing schemes, 

real-time communication and low latency, 

communication reliability, 

application support 

[8] 

denial-of-service attacks that try to disrupt the 

availability of a system 

An intrusion detection system can be used to handle 

this issue by detecting the attack and trigger the 

system to go into a fail-safe mode 

[26]. 

RECOMMENDATIONS ABOUT IONT SECURITY 

Developing components that contribute to improving Nano communication technology, such as designing nano 

microphones and headphones that integrate with this technology and contribute to positioning [12] [23].  Developing 

the basic components that contribute to the development of security and software capabilities of nanonetworks. 

Achieving the process of secure communication between the various Nano-devices in the IoNT system [7].  
Development of new mechanisms for detecting intrusion at the nano level. As well as designing modern protocols 

related to security, with high performance and appropriate energy consumption [6].  Development of hardware 

technologies as well as encryption/decryption algorithms in IoNT, [5]. As well as deepening the understanding of the 

mechanisms of communication between the nano-components inside the body and their control [15].  Study of the 

factors affecting molecular contact such as absorption and its effects on the dispersion of contacts [6]. Improving 

Nanobots, Nano processors, Nano clocks, Nano-memory, improving IoNT tools, and reviewing new security and 

030026-5

D
ow

nloaded from
 http://pubs.aip.org/aip/acp/article-pdf/doi/10.1063/5.0119645/16780701/030026_1_online.pdf



protection systems regarding information collected by Nano sensors [17]. Develop solutions to the problem of 

eavesdropping by realizing physical layer security mechanisms [9]. 

CONCLUSIONS 

It is not the opposite of the truth to say that research in IoNT technology is still in its beginning stages and its 

applications start to increase over time. The article has mentioned some challenges related to security in IoNT systems. 

On one hand, these conventional challenges in IoNT are explained such as key management, cryptographic primitives, 

access control and authentication, intrusion detection, and performance and scalability. On other hand, the most 
challenging features in IoNT networks are identified which are internet exposure and lack of encryption capability.  

Then, some proposed solutions to security problems in IoNT networks are outlined. These solutions can be classified 

into two types based on the challenge type. The first type of solutions is based on already established networks such 

as in IoT and WSN networks except that the solutions need to be adapted to work in the IoNT area, and the other 

solutions have to be originated exclusively. The reason for inventing new solutions is that IoNT networks have special 

properties such as the short distance of communication due to using the terahertz band, the sensitivity of its data as it 

may be related to persons such as in healthcare applications, and the nanoscale property of its devices. In addition, 

some recommendations are introduced according to recent articles research in IoNT. Eventually, the continuous 

research to tackle different challenges in IoNT and security is a major one of them will lead to open doors to emerging 

many applications. 
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